Ipunoxenne Ne2. Hudopmaunounag namaTKa aas o6yyaromuxes A4S pasMemenns na
opHIHATLHEIX I/Ilrrepner-pecypcax

C KQKIIbIM rojiom MOJIOEXH B HHTEepHeTe CTAHOBHTHCH GOJ’H:HIC, 2 MKOJILHUKKH OJHH U3
CAMBIX aKTHBHBIX HoJIb30BaTeeH P)’HCTa. Me)xny TEM, IOMHMO OrpoOMHOTO KOomuyecTra

BOSMOXKHOCTeH, HHTepHeT Hecer y npoSuemst. Dta namaTka omiaa 1oMoub Tebe Geszomacwo
HAXOMTECH B ceTh,

Komnviomepuwie sUpyce

Komnsioreprgiz BUPYC - 310  pasmosmmmocTs KOMIIBIOTEpHEIX oporpamm,
OT/IMIHTENbHOR  0coBeHHOCTEIO KOTOpo#t  sBnsercs crnocoGHOCTE K PasMHOXeHuI0, B

AononHeHne K 310MyY, BHPYCBI MOTYT mospemuts wm TIOJIHOCTBIO YHHUTOXHTE Bee daiimr u
AQHHBIC, MOIKOHTPOILHEIE TOJIL30BATEMIO, OT HMeHH KOTOporo 6sina 3amymena 3apaxénnas

MeTozst 3auuTe ot BPCIOHOCHBIX Iporpanmm;

1. Ucnomsayii COBPEMEHHBIE ONepanHoHHLe CHCTEMBI, HMeIomue CEPBE3HEIN ypoBens,
SaIATEI OT BPEIOHOCHBIX porpamm;

2. Tlocrostno YCTaHasIMBai nayry (undposrie 3aIUIATKH, KOTOphIe aBTOMAaTHYECKH

TBOEM NEPCOHATEHOM KOMIIL!OTCPC;

4. Hcnonsayit AHTHBHDYCHBIE IPOrpaMMHLie TPOAYKTE! H3BECTHBIX TPOM3BO/IHTENeH, ¢
ABTOMATHYCCKHM 00HOBICHIEM bas;

5. Orpanuys busnyeckuii AOCTYII K KOMIIBIOTepY s TIOCTOPOHHHX JIu;
6. Henonsayit sremmuye HOocHTEH HHGOpPMaumH, Takue kax bnemka, auck wy daiin u3

Cemu WI-FI

Wi-Fi - 310 e BHJI Iepe nayun HaHHEIX, He TCXHOJIOTHY, a Beero auumy Gpeng, Mapka, Emre
B 1991 rony HHUJICpIaHACKAA KOMIaHuy 3aPEerHCTpUpoBana Gpeny «WECA», o 0603naga0
CloBocoyeranme « Wireless F idelity», KOTOpEIH nepesoauTes Kak «BecnpoBoanas TOYHOCTEY,

Ho namero BPEMCHH jomna pyras abbpeBuarypa, KOTOpas sBnsiercs Taxol e
TCXHOJOrHEH, D10 abGpesmarypa «Wi-Fiy, Taxoe naspanme G JlaHO C HaMeKOM Ha CTaHaapr
BBICIIKH 3BYKOBOM TexHuKy Hi-Fi, gro s [epeBoe 03HaYaeT «BhICOKAs TOYHOCTEY.

Ha, Secrnarapi HHTCPHET-J10CTyI B Kade, otensx u 43ponoprax sBnsiercs orymumo

BO3MOXHOCTBIO BhIXOSa B HHTepHeT. Ho Muorye IKCIEPTEI CYHTArOT, YTO onenocrynHue Wi-
Fi cern ne ABIAOTCS Ge3onacHrmy,

Cogersr mo BesonacuocTy pabote B obImenoCTYIHEIX ceTsx Wi-fi:



obesomacus cebs ot 3dKa4YKH BHPYyca Ha TBOe YCTpO#cTBO;

3. Ipn ucnonssopanuy Wi-Fi orxmouy bysxmiio  «OGummit AOCTYnl K ainam u
NpHHTEpamy. Jlannas byHxus 3AKPEITA 110 YMOTYAHMIO, OmHaKo HEKOTOpKIe
T0JIb30BATE/H AKTHBHPYIOT e& A8 ynobeTBa HCnomB30Banus B pabore min yuee;

4. He HCTONB3yH myGnuunsii WI-F] UL NEepeNayn JIHYHBIX AQHHBIX, HANpUMep JTs
BEIXOZIa B COLMANILHBIE CETH MM B SNEKTPOHKEYIO MOYTY;

5. Hnonsayii toneko 3AUMIIEHHOE COCAHHEHNE yepes HTTPS, a ne HTTP, te. npu
Habope Be6-axpeca nrow HMEHHO «https:/»;

6. B MoGumsroM TenepoHe  oTKIEOUH bynxIHIO «lommouenne k Wi-Fi

4BTOMATHYECKHY. He AomyCKaif aBToMaTHUYeCKoro TOAKIIOYCHHS yCTpolicTBa Kk CeTAM
Wi-Fi 6e3 tBoero cornacus.

»
Coyuanvuwie cemu

OcHoBHEIe COBETEI 110 6e30nacnocm B CONMANBHBIX ceTsx:
1.

Orpanuus crmcox Apysel. V tefs B APY3bAX HE JOMKHO ObiTh CIIyYalHEIX
HE3HAKOMEIX J1io1elt;

2. Baupnmait ceoio HacTHyIO ku3Hb. He ykasemaif napom, Teneonsl, anpeca, nary

Onexmponnsie denpay

OneKTpoHHEIe nembry — 9T0 OY€Hb yNoGHEI croco6 nnarexxe, omnaxo CyIECTByOT
MOIICHHUKH, KOTOpbIE XOTST TOJIYYHTE 3TH JIeHBIH.
Onextponusre ACHEIH NOABUIMCH COBcem HEe/laBHO M u

MEHHO H3-3a3 3TOro BoO MHOrux
rocyaapcraax A0 CHx Iop He nponucano PO HEX B 3aKOHax.



B Poccun xe omn (pynxnnounpyrm H O HHX yXe mpomnucaHo B 38KOHe, Ije mux
PA3ACIAOT HA HECKOALKO BumoB — AHOHHMHBIC H HE AHOHHUMHELIe, Pasuuma B oM, wuro
AHOHHMHEIE - 3T0 Te, B KOTOPBIX paspemaercs nposomurs onepanuu Ges unentudukamun
T0/Ib30BATENY, 4 B HEAHOHMMHBIX UIeHTUGUKAIMY noNB30BaTens ABJIACTCA 00A3aTeNBHO,

Taxxe cnenyer Pa3JIMY9aTh NCKTPOHHBIE buatnre nennru (paBHEI TOCY1apCTBEHHBIM
BAIOTaM) U 3JIEKTPOHHEIE Heduarase nennry (ne paBup! TOCYNapCTBEHHBIM BamOTaN),

liapoins. Hazesxusie naponu — o 118poIH, KOTOpEIE Conepkar He Meree § 3HAaKOB U

BRIIOYAIOT B cebst crpoympie TIPONHCHEIE GyKBSI, WHdPH 1 HeckombKo CHMBOJIOB,

Takue KaK 3Hak J1oju1apa, ynra, BOCKIMIATeILHBI 3HAK ¥ T.17, Hanpuwmep, $tR0ng!;;
4. He BRomu coy JITIHbIE IaHHEIC HA caliTax, KOTOPBIM He noBepstems.

Onexmponnas nowma

Onextpo
HOJIY9EHHIO 3/IEKTPOHHEIX CcooGmenuii, Kotopkie pacnpenensiores KOMIOBIOTEPHOH cern.
O6Eramo0 SNICKTPOHHBIH  TOYTOBEI AMMK  BRITISGHT CICAVIOWAM  06pasom:

HUMA_HONB30BaTeNs@nMs_novena. Tacke xpome nepenaun 1pOCTOro  Tekcra, mmeercs
BO3IMOKHOCTL nepenasars daiims,

2. He yxasmpaif 5 JIMYHOM ToyTe JHYAYI0 #HbOopManuio, Hanpumep, Jlydme BeIGpats
(MY3BIKQILHBIH_(anar@y umm «pok2013» BMecTo «Temal3y:

3. Hcnomsayii ABYXSTaIHYIO aBTOpU3aImo, Do Koria nomumo naposs mysuo BBOJIUTH
KO, pHChUIaeMsIii 110 SMS;

4. Bnibepn CIOXKHBLA 1apons. Jlng KaXI0ro mouToBOro smpka AO/DKEH OBITH cBOIH
HaNeXHBIH, ycToHunBELf k B3JIOMY 11apois;

5. Ecmm ecrs BO3MOXCHOCTb Hamycars CaMOMy CBON NHYHEI BOIPOC, HCTOMb3yi ary
BO3MOXKHOCTB;

6. Hcnonsayi HCCKONBKO HOYTOBBIX snmmios, Mepserit gag HaCTHOH mepemucky ¢
aIpecaTamM, KOTOpLIM g AOBEpsieb.  DT0  sMeKTpouEk aapec He Hajo
HCNONB30BaTh 1pH PCTHCTpalK Ha Gopymax u calitax;

7. He orkpsisaii baitner 1 APYIHE BIOXKEHHS B mHChMax AQKE eclH OHM npumuy of



Kubepbynaunz uny supmyanonoe usdesarmenscmeao

KuGepGymmumr — npecnenoBanue coobmenusamu, COaepxKammumu OCKOpONenus,

ArpeccHio, 3anyrusanue; XYIUTaHCTBO; connansHoe otikoTrposanye ¢ TIOMOLIBIO pasnHyYHEX
MHTEpHeT-CepBHCOB,

OcHoBHpIe COBETHI 110 Goprbe ¢ kubepSyumuron:
L. He 6pocaiics s Goit. Jlyqupis Ccnocob: nocoperosarpey kak cebs Bectn u, ecy HET

Ynpasnsii caoei Kn6eppeny'rauueﬁ;

AHOHHMHOCTS B cery MEUMas. Cymectsyior cnocoGy BBLACHHTB, KTO CTOMT 33
AHOHHMHbIM aKKayHTOM:

4. He ctout Becry Xymranckui o6pas BUDPTYANLHOH KH3HM, HUnrepner buxcupyer pee

ol

o w

Hrnopupyit CIMHHYHBIE  Herarys, Onropazossre OCKopOHuTETBHEIR coobmenns
JIYHIu€ MTHOPHPOBATE. O6Brype arpeccus npekpamaercs ga HaYanbHOM cTamyy;
7. Bam arpeccopa. B nporpammax o0Mena MTHOBEHHBIMH coobmeHusamy, COLHANIBHBIX

8. Ecmn g CBHICTENL  KuGepbynmmira, Teou jeiicrans: BRICTYNIATE  niporup
TpecnenoBatens, nokasars €My, 9TO ero pedcTus OLCHUBAIOTCS HeraTHso

fonnepxate xkepray, KOTOpO¥ HyxHa NICHXO0JIOTHYecKas MOMOIb,  cooGmuTs
B3POCIIBIM 0 akte arpeccusrore LOBEICHUS B ceTH,

Mobunsnizi menegpon

Haeko ne nee TIPOH3BO/MTE TH BBITyCKaIOT oﬁuoanennx, 3aKpeIBarOmue KpHTHYecKHe
YA3BHMOCTH /18 CROuX YCrpoticrs.

OcHoBHEe coers A GesonacHocTy MOOMIILHOrO Tenedona;
L

Hugero we ssigercy TO-HacTosmeMy GecriaTapny. Byns OCTOPOXEH, Beab Korna
Tebe mpennaraior Gecruiargiit KOHTEHT, B Hem MOTYT GBITh CKpBITHI Kakue-1o
ITATHEIE yeryry;

2. JNymaii, TIpexue Yem oTnpasurs SMS, doro mm BHzeo. TrI Tougo 3HACIIs, INie onpy
6yayr B KOHEYHOM HTOre?

3. Heobxommmo 0BHOBITE OnepaunoHnyio CHCTeMY TBoero cMaptdona;
4. Hcnonssyis AHTHBHPYCHBIE TIPOrpaMMBl 1u1st MOGHITEHEX Tele(oHoB;




5. He 3arpy»xaif IpHIOKEHHS OT HEH3BECTHOTO HCTOYHHKA, BeAb OHH MOTYT COAEPIKaTh
BpeIOHOCHOE MporpaMMHoe obecriedenue;

6. Tlocite Toro Kax Tl BeIAZEIIL C calita, e BBOAWI AHYHYIO uHpOpMaLHIO, 3aiiau B
HacTpoiiku Opay3epa u ynanu cookies;

7. Tlepuonuyecku NpoBepsii KaKHe IUIATHBIC YCIYI'H AKTHBHPOBAHEI HA TBOEM HOMepE;

8. Jlasait cBoif HOMep MOOHIBHOrO TenedoHa TONBKO JIHOAAM, KOTOPBIX THI 3HACIlb H
KOMy JOBEpSCILb;

9. Bluetooth pomxen ObiTh BBIKIIOYEH, KOTJAa Thl MM He nois3yemscs. He 3a0niBait
HHOI'ZIa MPOBEPATH 3TO.

Online uzpu

CoBpeMeHHBIE OHJAKH-UIPBl — 9TO KpacOYHble, 3aXBaTBIBAIOLIME pa3BJIEYEHHS,
O0BEeMHAIOIME COTHH THICHY YeIOBEK MO BeeMy MUpy. VIrpoKH HCCNEeNyloT MaHHBIA MM MEP,
OBIAIOTCS APYT C APYTOM, BBITOJHAIOT 3a/laHHs, CPAKAIOTCA ¢ MOHCTPAMM H MONYYAIOT OIBIT.

3a yl0BONBCTBHE OHM IUIATHT: NOKYNAKOT AMCK, OMJIAYMBaioT aboHeMeHT WM npuoGperaior
KaKHe-TO OMNIIHH.

Bee aTH cpexcTa MAYT Ha NOANCPKAHHE H PAasBHTHE HIPHl, @ TAaKXKe Ha camy
0e30MmacHOCTh: COBEPIIEHCTBYIOTCS CHCTEMbl ABTOPH3ALHM, BBITYCKAIOTCS HOBBIE MATUM
(umdpoBsIe 3aIUTaTKH U1 IPOTPAMM), 3aKPHIBAIOTCS YS3BUMOCTH CEPBEPOB.

B noaobabix Hrpax CTOHT ONacarbCs HE CTOJIBKO CBOMX COINCPHMKOB, CKOJIBKO KpaKu
TBOCIO NapoJi, Ha KOTOPOM OCHOBaHA CHCTEMa aBTOPH3AIlHH OonbIIMHCTBA urp.

OCHOBHBIE COBETHI MO GE30MACHOCTH TBOETO HIPOBOTO AKKAYHTa:

1. Ecim apyro# Hrpox BefieT cebs 110X0 WIH co3aaeT Tebe HenpUATHOCTH, 3a610KupyH
€ro B CIIHCKE HIPOKOB;

[oxaryics aIMHHHCTPaTOpaM HIPhl Ha [UIOXOE TOBEJEHHE 3TOTO HIPOKa,

HKeJIATe/bHO NPHJIOKATE KAKHE-TO J0Ka3aTelbCTBa B BUAE CKPHHOB;

He yxaspiBait imunyto uHbOpPMALHIO B podaiiie urpsr;

VYpaxaif IpyruX y4aCTHHKOB IO UIPE;

He ycranaBnuBait HeouumansHeIE NaTYM U MOJIBL,

Hcenone3yii cioHble B pazHble Napoiy;

Haxe BO BpeMs MIDBI HE CTOMT OTK/IOYaTh AHTHBHPYC. I10Ka THI Mrpaemms, TR
KOMITBIOTEP MOTYT 3apasHTh.
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DUUURE AU KPAKCA NUYHBIX OQHHBIX

OGbryHoii Kpakelt [EHer M NOKYMCHTOB CErOAHS YK€ HHMKOTO He YAHBHIIb, HO C
Pa3BUTHEM ~HHTEDHET-TEXHONOTHH 3NOYMBIUUICHHHKH TEPEMECTHINCE B HHTEpHET, W
IPOIO/IKAIOT 3aHHMATBCS «JIFOOHMBIM) JICIOM.

Tak nmosiBunace HoBas yrposa. HHTCPHCT-MOIICHHHYECTBA HITH d)nmuur, rilaBHas neib
KOTOpPOro COCTOMT B IOJYYECHHH KOHqJH.Ilelﬂu'laJlebD( JIaHHBIX MOJIL30BATENICH — JIOTHHOB M

naposneit. Ha anrymiickom sissixe phishing unraercs xak ummanr (ot fishing — pribHas NoBIIs,
password — mapons).

OcHoBHbIE COBETHI 110 GOpPBOE ¢ PUIIHHTOM:
l. Cnemn 3a cBoumMm axkayutom. Ecmu ThI NOZI03peBaeillb, YTO TBOY AHKeTa ObUIa

B3OMaHa, TO HeoOXoauMmo 3abI0KHpOBaTh € U COOBIIUTH aJIMMHHCTPATOpam
pecypca 06 3TOM Kak MOXKHO cKopee;



2. Mcnomesyit  GezonacHsie BeO-caliTe, B TOM umcre, HHTCPHET-MarasgHoOB W
MTOMCKOBBIX CHCTEM;

3. Hcnomb3yit cnoxusie u pasuble maponn. Takum oGpasom, ecnu Tebs B3JIOMAKOT, TO
STOYMBUILICHHHKH I10JIy4aT I0CTYI TOIBKO K OXHOMY TBOEGMY NpOGHIIO B CeTH, a He
KO BCeM;

4. Ecim TeGs B3noMaiM, TO HeobXommMo IPeAYNPETE BCEX CBOMX 3HAKOMBIX,

KOTOpEIe 100aBieHE! y TeBs B apy3bsx, O TOM, 9TO Te6a B3jIOMaNH H, BO3MOJXKHO, OT

TBOCTO HMEHHU OYIET PACCHLIATECS CIIAM M CCHUIKH HA bumHATOBHIE CaliThI;

Verasnosu RanexHsi napons (PIN) na MoGuibHEIH Tenedon;

Orxmoun coxpanenne naposs s Gpaysepe;

He orkpsisait aiiner u JIPYTHE BIIOKCHHS B NHCHMAxX Aae eCIH OHH NPHLLIA OT

TBOMX npyseif. Jlyumne yrounu y Hux, OTIIPABIIIIH i OHH TeGe 9TH daifmer.

b BB

Hugpposas penymayusn

[adposas penyranus - sto merarusnas WK NO3HTHBHAS MHQOPMALKS B CeTH o Tele.
Komnpomerupyiomas HHOOPMAUKS pasMelICHHAS B HHTEPHETE MOXET Cephe3HBIM 0Opasom
OTPA3HTBCH HA TBOCH PeaNbHOI KHIHH. «ndporas penyrauusy - 310 TBoI HMHJDK, KOTODBIi
dopmupyercs u3 uHpOpMaNHH 0 Tebe B HHTEpHEeTe.

Tsoe mecto xurenscrsa, yueObl, TBOE puHAHCOBOE TOJIOKEHHE, 0COGEHHOCTH XapakTepa
H PaccKaskl 0 BIU3KKX ~ BCE ITO HAKAILUIMBACTCS B CETH.

Mrorre nospoetku sierkoMsicneno oTHocsTCA K nyGnukaume ol HEGopMamn B
WuTepuere, He MOHMMAs BO3MOKHEIX nociencTeuil. Thi fake He cMOXeIIb JOTaNaTLCS O TOM,
uTo gororpadus, pasmemennas 5 jer Hasajn, cTana NPHYHUHON 0TKA3a NPHHATE Tebs Ha paborty.

KommenTapun, pasmemenne Tromx (ororpaduit u mpyrme neficteus MOryT He
HCUESHYTh J@i€ MOCAe TOTO, KaK Thl MX yaamdmb., Tei He 3HACHIb, KTO COXDAHHI ITy
MH(OPMAIHIO, MONIaa JIh OHa B MOHCKOBBIC CHCTEMBI H COXPaHHJIACH M OH4, a TNIABHOE: YTO
nonymaror o rebe oKpyKalomee o, KOTOpble HAWIYT W YBHAAT 510. Haiitu uHOpManuio
MHOrO JICT CIYCTS CMOXKeT mobol — kak u3 A0OpbIX MOGYXKACHUH, Tak H ¢ HaMepeHneM
TIPUYHHATS BpeA. T0 MOMKET GBITh KTO YTOZHO.

OcHoBHBIe cOBETH 110 3amHTe uapoBoi penyrammn:

1. IMoxymait, npexae wem uto-To nyGIMKoBaTh M nepenasars y cebsa B Gnore unm B
COLIHATLHOH CeTH;

2. B nacrpoiikax NPODHIIS YCTAHOBY OTpaHHUeHHs Ha IPOCMOTP TBOErO NPodus u ero
COACPHKUMOTO, CACNA ero TOMBKO «/1ls ApY3ei»;

3. He pasmemaii u e ykassmait MH(OPMANKIO, KOTOPas MOKET KOro-ubo ockopbmsaTs
HIIH OOHKATh.

Asmopckoe npaso

Cospemesnble  mKompHAKH— AKTHBHBIE 10/Ib30BATENH  LHGPOBOro MPOCTPAHCTEA.
Onnaxo jasneko He Bee 3HAIOT, YTO NOJIL30BAHME MHOIUMH BO3MOXHOCTSMH 1rdposoro mMupa
Tpebyer cobmonenus paB Ha HHTCJUICKTYaIbHYI0 COOCTBEHHOCTE.

Tepmun  «nuTenzexTYaNBHAR COOCTBEHHOCTE» OTHOCHTCA K pas;MaHbIM TBOPEHHSM
HETIOBEUCCKOr0 yMa, HAYHHAA C HOBHIX M306peTeHuil 1 3HAKOB, 0603HAYAIOMKX COBCTBEHHOCTE

Ha TDOAYKTEI M YCOyrM , W 3akaHuupag KHuram#, Qororpadusmu, Kumodpummavu w
MY3BIKQIbHBIMH [1POH3BEIEHHAMH.



ABTOPCKUE ITpaBa — 9T0 mpasa Ha HHTCILICKTYANbHYIO COOCTBEHHOCTh Ha IIPOH3BECHHS
HAYKH, IMTEPaTypLl H HCKyceTBa, ABTOPCKUE Npasa BBICTYNAIOT B KAYECTBE MAPAHTHH TOTO, YT
MHTC/UICK Ty b HBI/TBOPYECKHH TPya aBTOpa He Gyzer HAIPaCHEIM, JIaCT €My CLpaBeUIHBbIE
BO3MOMHOCTH 3apaloTaTh Ha pe3ymbTarax CBOEro TPYyZa, NOMYYATh U3BECTHOCTS H MpPH3HAHHME.
Huxro Ge3 paspemenus aBropa ue moxer BOCTIPOH3BO/MTE €0 IIPOH3BEACHHE, PACIPOCTPAHSATS,
MyOIHIHO JIeMOHCTPHPOBATS, TpOAaBaTh, HMIOPTHPOBATH, MyCKATh B MPOKAT, IYGAHTHO
HCIIOMHATD, NOKA3BIBATE/UCIIONHSTE B SUpE HIH pasMernars B Harepnere.

Mcnomesosanne «mmpatckoron TPOrpaMMHOTO 0GECIIeUEH A MOXKET IPHBECTH K MHOIHM
PHCKaM: OT [OTEPH JAHHBIX K TBOMM aKKAYHTAM 0 GOKHPOBKH TBOEro ycTpoHcTBa, rie
YCTAHOBICHHbIH He JeranbHas nporpammva. He crout Taioxe 3abpIBaTh, YTO cymecTByer
JleraibHble W GeCTIaTHBIE IPOrPAaMMEL, KOTOPEIE MOXKHO HANTH B cern,

O nopmane

CereBnuok.pd) — TBOM riaBHeHi coBeTHHK B CeTH. 3nech Thl MOKEWh Y3HATH O
0e30MacHOCTH B CeTH MOHATHBM u AOCTYNIHEM S3BIKOM, 3 NPH BOSHHKHOBEHHH KPHTHYECKOH
CHTyalui OOpaTHTBCS 332 COBETOM. A Takske OPHHSTH y4acTHE B KOHKYPCAX H CTATh CAMBIM
LH(POBEM rpaskIaHKHOM !




